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Abstract: As vehicles are becoming more connected and increasingly autonomous, new
opportunities emerge to use the data vehicles generate. Telematics is an example of how data
generated through vehicle use, enables insurers to develop more accurate risk profiles and
adequate premiums. Having access to vehicle data provides those who hold the data with a
competitive advantage which in addition to increased concerns over privacy, have led to
initiatives to control vehicle data access. The European Parliament has called upon the
Commission to publish a legislative proposal that ensures a level playing field on access to
in-vehicle data and resources, protecting consumer rights and promoting innovation and fair
competition. To contribute to the discussion, this paper analyses the potential for vehicle
manufacturers to control vehicle data through trade secret protection. Neither the Trade
Secrets Directive nor the General Data Protection Regulation provides clear guidance on how
to decide in cases of conflicting interests. As such this paper concludes by arguing that
holders of trade secrets should allow access to data subjects to personal data, however they

may impose measures on data recipients to make sure their secrecy is kept.

Keywords: Trade secrets; Vehicle data; Telematics; GDPR; Data portability; Data access

rights



Introduction

As vehicles become more and more advanced through built in sensors and communication
technology they can collect and communicate large amounts of data. This data not only
includes information about the functioning of the vehicle, which is necessary for the after-
service repair market, but can also be analyzed to reveal how, when and where the vehicle is
driven. Some examples of what information can be obtained from the data collected through
the use of modern vehicles include:

— Driver profile information (driving mode, use of seatbelts,number of trips taken, the
number of kilometers travelled and in what conditions, how and where the car was
charged)

— Vehicle location (latest destinations entered into the navigation system, GPS, last
parking locations)

— Maintenance information (engine revolutions, mileage, status of vehicle lights, fuel
consumption and level, tyre pressure) !

Not surprisingly motor vehicle insurance companies have shown an interest in obtaining this
data as research shows its use can help improve their risk assessment of drivers and
subsequently determine premiums more accurately.? To provide for ‘fairer’ insurance,
improving driving and road safety are just some of the benefits considered when access to
vehicle data is provided to parties other than the vehicle manufacturer. However, concerns
about the risks of (uncontrolled) access for privacy, competition and security have led to a
debate on who should have access and control over the data vehicles generate.® Vehicle
manufacturers on the one hand consider themselves best positioned to control the data,
whereas after-market service providers, consumer representatives and insurers argue this
leads to data monopolies, unfair competition and would not respect the rights of consumers

over personal data. 4



Where previously the discussion on vehicle data access focused on who ‘owns’ the data
generated through the use of connected vehicles, several reports have led to a general
consensus on the absence of a property right for data.> As a result the attention has shifted
towards data access and control.

There are several lawful means that in practice may have the same results for protecting the
data from uncontrolled access by those who hold the data. In the case of connected vehicles
the vehicle manufacturers could limit physical access by design, reducing what data is
available through the On-Board Diagnostics (OBD) port to only what is minimally required
to comply with legal obligations.® Another way would be for them to rely on trade secret
protection. To what extent trade secret protection can and will be used to control access and
use of vehicle data in practice remains to be seen, especially given that most processing of

vehicle data falls under the scope of the General Data Protection Regulation (GDPR).’

As both the Trade Secrets Directive and the GDPR only came into force recently there is
legal uncertainty to what extent access to vehicle data can be controlled through trade secrets
protection.® The purpose of this paper is to contribute to the discussion with an analysis and
conclusion that vehicle manufacturers can rely on trade secrets protection to control access
and use of vehicle data, This paper is organized as follows: on the assumption that vehicle
data qualifies as personal data and the data can be processed lawfully either based on the
driver’s consent or contract, the following section provides a critical analysis of the EU Trade
Secrets Directive, looking at the scope and main conditions for trade secrets protection in
relation to access rights to personal data. This paper concludes by proposing that trade secrets
protection can play a role for vehicle manufacturers to control who can have access to vehicle

data, and under what conditions.’

The EU Trade Secrets Directive



On 8 June 2016, the European Parliament and the Council adopted the Trade Secret Directive
(Directive). ' Stronger protection was considered necessary given the importance of trade
secrets for innovation, competition and research.!! Despite criticism on the Directive' the EU
harmonization of trade secrets protection has generally been welcomed. 2

The Trade Secrets Directive harmonizes the definition of trade secrets in accordance with the
existing internationally binding standards.!3 Article 2(1) of the Directive states that: ‘Trade
Secret’ means information which meets all of the following requirements:

— it is secret in the sense that it is not, as a body or in the precise configuration and
assembly of its components, generally known among or readily accessible to persons
within the circles that normally deal with the kind of information in question;

— it has commercial value because it is secret;

— it has been subject to reasonable steps under the circumstances, by the person lawfully
in control of the information, to keep it secret;

The Directive does not create an exclusive right to know-how or information, meaning that

independent discovery of the information under trade secret protection is lawful. 14

Vehicle data under the scope of protection

The first element states that a trade secret applies fo information. Recital 14 further clarifies
the need for a homogeneous definition of a trade secret without it being restrictive in that it
can cover know how, business information and technological information. !> What is not
covered is trivial information and the experience and skills gained by employees in the
normal course of their employment.'® Important to note here is that neither technical data nor

personal data is excluded from trade secret protection.!”

Most vehicle data is considered technical information which according to the recitals fall



under the trade secrets definition. Much of the data that vehicle manufacturers would want to
protect is data generated and communicated from the sensors, cameras and microprocessors
in the vehicle. Manufacturers will be hesitant to share this data as it can be used by their
competitors to gain insights into the functioning and design of the vehicle. ’ Furthermore,

customer information, is mentioned, which can be obtained from vehicle data.

The second requirement is that the information has value because it is kept secret.!”

The value for a vehicle manufacturer in not sharing vehicle data lies in the fact that it gives
them a competitive and strategic advantage when they can keep their competitors from
obtaining the information without having to invest themselves resources for example in
developing the technology to obtain the information. By monetizing (access to) vehicle data
they can obtain a return on their investment. 2° The proliferation of data marketplaces where
through contractual agreements with data providers and users the data is shared illustrates the

value of (access to) data especially when this constitutes personal data.?!

Thirdly the information must not be ‘generally known among or readily accessible within the
circles that normally deal with the kind of information in question”. *> In line with the
purpose of trade secret protection to enable people to derive profit from their creation or
innovation the relevant circle includes who could use the information to gain a competitive
advantage from its disclosure or use.”* For vehicle data, this would include other vehicle
manufacturers and aftermarket product and service providers such as repair and insurance
companies. One could argue that the vehicle owner/driver is excluded from the relevant circle
because they normally don’t use vehicle data in a commercial context. >* As secrecy is not
absolute it depends on the circumstances whether information has become generally known

or readily accessible. %



Data as Trade Secrets are not obtained just by looking at the vehicle. One must either have
permission to access the vehicle, vehicle communications and/or data storage.?® The fact that
the driver knows or would have access to the same information the vehicle manufacturer
seeks to protect, does not lead to a loss of trade secret protection for other trade secret holders
who have lawfully obtained the data and kept it secret. If however a competitor wants to
obtain (access to) the vehicle data by having the driver submit an access request one could
argue that now the data has become readily available and secrecy is lost. Until the European
Court of Justice (ECJ) provides guidance, it is uncertain whether the process of obtaining

information through a data subject access request falls under the scope of "readily accessible’.

The fourth element for vehicle data to fall under trade secret protection is that the holder of
the secret must take reasonable steps to protect its secrecy.?” Whether this is an objective
assessment looking at industry standards of practice or subjective assessment based on
circumstances is not clear from the Directive. ?® In general steps include establishing internal
policies on how to manage and disclose trade secrets making sure that IT security systems

and technology are kept up-to-date.

Obtaining a trade secret is considered unlawful through unauthorized access to or copying of
files which contain trade secrets, or through dishonest commercial practices.? Article 4 of the
Directive states that a trade secret holder can take (preventive) measures to protect their trade
secrets.®? Vehicle manufacturers could prevent data from being accessible by closing off the
vehicle access points and/or minimizing what data is communicated outside of the vehicle,

and by using encryption technology.



To conclude vehicle data could fall under the requirements for Trade Secrets protection and
be protected against access by vehicle manufacturers.’! In the next section we will look at

whether this is indeed possible when vehicle data to be protected includes personal data.

Limits to the rights of the trade secret holder

Notwithstanding the legitimate interests of the vehicle manufacturer in protecting vehicle
data against unlawful acquisition, use and disclosure their right to protect data from being
accessed is not absolute.*? The Directive specifically limits the right of the trade secret holder
in specific cases for revealing misconduct, wrongdoing or illegal activity (...). Recent
scandals in the car industry about car emissions,* unethical testing on animals,** employee

monitoring and surveillance® and price discrimination®® illustrate this need for exceptions.’’

Recital 34 specifically mentions that the Directive respects fundamental rights and observes
the principles including the right to respect for private life, and the right to protection of
personal data.” 3® Recital 35 goes on to state that that the rights of the data subject apply
when their personal data is being processed ‘when taking steps to protect a trade secret .
Note that it does not refer to the situation where the personal data is the trade secret. The
recital furthermore mentions that the directive should not affect the rights and obligations, in

particular, the rights of the data subject 7o access their personal data but not data portability.

This may be of significance as argued for below.*

Despite these references prevalence of the right to privacy in case of a conflict of interest
between the data subject and the trade secrets holder are not obvious.*! To contribute to a
better understanding of the scope of trade secret protection the next section looks at
consequences for trade secret protection for vehicle data when the data doubles as personal

data.



The General Data Protection Regulation
To the extent, trade secrets qualify as personal data processing must be compliant with the

General Data Protection Regulation including that processing must have a lawful ground.*?

Art 4 GDPR defines personal data as “any information relating to an identified or
identifiable natural person”. The GDPR makes a further distinction between personal data

and personal data with a sensitive nature.*3

Relevant for the assessment of vehicle data are the following considerations:

The article 29 Data Protection Working Party (WP29) in its opinion on personal data states
that the definition must be interpreted broadly in that it covers all information regardless of
its technical nature as long as it relates to an identified or identifiable natural person.**
Information relates to an identifiable person if it is information about that person which is

something that has to be answered for each specific data item separately.*®

The WP29 has proposed a three-step model to analyze whether this is the case taking into
consideration a) the content of the data. b) the purpose of the processing and c) the result.
These elements are not cumulative. The content element is present when the information is
given about a particular person.*® Second, data can relate to a person based on the purpose of
processing the data for example for evaluation, treatment or to influence the status or
behavior of an individual. Third, when the consequence or the result of the use of this data
has an impact on the rights and interests of a person. This impact does not have to be major as
long as the person is treated differently from other people because of the processing of the

data.
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For data to fall under the scope of personal data is that it must not only relate to a natural
person, but this person must be an identified or identifiable as a minimum threshold

condition. 47

Art 4(1) GDPR defines an identifiable natural person as ‘one who can be identified, directly
or indirectly, in particular by reference to an, see identifier*® [...] or to one or more factors
specific to the [...]identity of that natural person,’ Identifiers are pieces of information which

hold a ‘particularly privileged and close relationship with the particular individual’. %

It depends on the context whether a specific identifier is sufficient to achieve identification.>
Although a person’s name is the most common identifier this information is not necessary as
a person’s identity can also be disclosed using socio-economic, psychological, philosophical
and other criteria based on which a person can be categorized and attributed with decisions in
a way that identifies them.>! Tt is also not necessary for the required information to be held
by the data controller as long as the information can be obtained using all the means
reasonably likely to be used [..] not only by the controller but also by any other person to

identify the natural person directly or indirectly. >

The WP29 specifically states that where the purpose of the processing implies the
identification of individuals, this assumes that the controller or any other person involved has
or will have the means "likely reasonably to be used" to identify the data subject.’> When
however the purpose is not identification, objective factors such as the costs of and time
required for identification, and the appropriate technical and organizational measures taken to
prevent identification become important to decide whether persons indeed are not identifiable
through the data.>* The test to determine ‘reasonable means” is dynamic in the way that it not

only considers what the state of the art in technology is at the time of the processing but also
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what future developments may bring in terms of possibilities for identification during the
period for which the data will be processed.> The WP29 clarifies that a hypothetical
possibility for identification, however is not enough for data to be considered as personal

data.>®

Only when identification is no longer possible and/or information does not relate to an
identified or identifiable natural person data is not personal data and the principles of data

protection do not apply. >’

The right to access vehicle data

Vehicle data is personal data considering that in most cases the driver can be identified
through the unique vehicle identification number or contracts for connected vehicle
services.’® As a consequence of vehicle data falling under the scope of the GDPR the vehicle
manufacturer ( as a data controller) must comply with data protection principles including
respecting data subjects rights.>® These rights include the right to access (art 15) and the right

to portability of data (art 20).

The right to access

Article 15 of the GDPR states that a person has the right to obtain from a data controller
access to personal data concerning him or her. Access must be provided even when this
means giving access to trade secrets. At first glance, this seems to be in conflict with the
requirement for trade secrets to be kept secret. ®° However, it can be argued that trade secret
protection is not lost given the following considerations: As mentioned the driver is not part
of the relevant circle for whom vehicle data has economic relevance. ®' Second, even if this
was the case trade secrecy is not absolute. This means that information can be held by

multiple people as long as it has not become generally known or readily accessible within the
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relevant circle. Furthermore, an access request may not require access to all the vehicle data
in real-time if the purpose is only to inform the driver what (type and granular level of) data

is collected. %2

As access can be given for example without the driver having the option to download a copy
of the dataset in a computer readable format without being able to analyze the data the

information obtained may not be ??is not sufficient to give away trade secrets.

The right to obtain a copy of trade secrets

Although based on article 15 (3) a copy of the personal data under processing can be
requested article 15(4) makes clear that this right (to obtain a copy) “shall not adversely affect
the rights and freedoms others’. Recital 63 mentions trade secret protection to be taken into
account?? while making it clear that the consideration should not be a refusal to provide any
information to the data subject.®* Neither the Regulation nor the relevant Recitals provide
further guidance, which has led to uncertainty to what extent the right to access under article

15 can be refused or restricted.®

In a case predating the GDPR the ECJ ruled that access could be denied, however this
decision has been met with criticism.%® If business interests prevail over the data subjects
right to access and know whether their personal data is being processed this would contradict
the purpose of empowering citizens. %7 There is currently another case where the ECJ is asked
to consider whether access to personal data can be refused because it would ‘adversely affect
trade secrets or intellectual property. ®® The outcome may provide the necessary clarity on

how to interpret the exception to the right to access and obtain a copy of personal data.
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If the purpose of the right to access their personal data, is for the data subject to become
aware and verify the lawfulness of processing one could argue that it is sufficient to show (an
example of) what data is collected and for what purpose. Under art 15 GDPR, this would not
require them to obtain a copy of all of the data collected (in real time) which would amount to
a large volume of mostly raw sensor data that may not be of much relevance to the data
subject for the purpose of knowing.®® Article 20 of the GDPR, on the other hand gives the
data subject the right to obtain a copy of the subset of personal data as well as a right to have

it transmitted to another data controller.”®

The right to data portability of trade secrets

Subject to conditions article 20 on data portability gives the data subject the right to receive a
subset of personal data in a structured, commonly used and machine-readable format, and to
have the data transmitted to another controller without hindrance from the controller to which

the personal data have been provided. 7!

With respect to data portability the data controller is not allowed to place "any legal,
technical or financial obstacles to refrain or slow down access, transmission or re-use'’
Examples include fees, lack of interoperability, excessive delays or complexity, deliberate
obfuscation or undue accreditation demands.”® Furthermore, the data must be transmitted

directly where technically feasible. # It is up to the receiving data controller to make sure

data is not used without a legitimate purpose.

Data portability is not a general right, but it is limited to personal data which concerns the
data subject and which they have provided to the controller based on the lawful ground of
consent or on a contract and the processing was carried out by automated means.”>

According to the WP29 the right to data portability covers the following personal data:
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- data actively and knowingly provided by the data subject, such as contact
information, comments and uploaded material, and

- data indirectly related to the data subject's activity or result from the observation of
their behavior including data from the conduct or use of a device or service such as

telematics devices.’®

Data portability will allow the driver to request vehicle data including real-time raw data, to
be transmitted from one vehicle manufacturer to another or in case of insurance from one
insurer to another.”” What is not covered is derived or inferred data, resulting from the

analysis of that behavior by the data controller.”®

Despite some discussion most agree with the extensive interpretation of what data falls under
the right to data portability.” The European Data Protection Supervisor (EDPS) confirms that
in order to be effective, the right to data portability should have a wide scope of application
(...).39 The right to data portability allows data subjects to better understand and choose what
data he or she is willing to provide to get a service, and be aware of the extent to which his or
her right to privacy is respected.?! Criticism on the broad interpretation mostly considers its

effect on competition and privacy. %

The right to refuse access

To what extent the rights of access and data portability can be limited or refused depends on
the interpretation given to the scope of the exception mentioned in Article 15 (4) and Article
20 (4) GDPR stating that the respective right to access and data portability /...] shall not

adversely affect the rights and freedoms of others. 3
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Trade secret protection is specifically mentioned in recital 63 of the GDPR as a right to take

into consideration. 84

The exception refers to the rights and freedoms of others which includes other data subjects
as well as the data subject who is requesting access. Although argued by some, it would seem
unlikely that the rights of the data controller are excluded from consideration.®> But even if
this is the case there can be third parties who have lawfully obtained vehicle data and who
have an interest in protecting secrecy of this data. When (access) to vehicle data is sold to
third parties they, as subsequent trade secret holders, can be considered to have a vested

commercial interest in keeping the data from becoming publicly known and available to all.

To qualify as an adverse effect granting a request would have to create unjustified damage or
illegitimate limitations.®® The Trade Secrets Directive acknowledges that the loss of trade
secret protection ‘could have devastating effects on the legitimate trade secret holder, as once
publicly disclosed, it would be impossible for that holder to revert to the situation prior to the
loss of the trade secret’. ¥ The Directive provides useful factors to take into consideration
when deciding how to balance the decision on how to respond to a request, looking at the
value of a trade secret, the impact of granting access and the interests of third parties

including, where appropriate, consumers.®®:

Since the GDPR does not state what the outcome of the consideration should be, it leaves the
judgement about what the right response would have been ultimately open for the courts to

decide on a case-to-case basis.%’

Looking at the GDPR in the context of the Trade Secrets Directive, Recital 18 of the

Directive states that” the treatment of the acquisition of a trade secret as lawful should be
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without prejudice to any obligation of confidentiality as regards the trade secret or any
limitation as to its use that Union or national law imposes on the recipient or acquirer of the
information.” One could argue that the trade secret holder could pose additional measures
upon the receiver of the trade secret through its terms of use or via agreement. Such a
measure would benefit both vehicle manufacturers to be compliant with the GDPR and
provide a service to their customers while still being able to protect trade secrecy and/or
monetize the data. The driver will still obtain access and control over who they choose to

share their data with for legitimate purposes.

If the vehicle manufacturer can successfully argue that providing a copy would result in the
loss of Trade Secret protection of the data this can be considered a valid ground to refuse a
request based on Art 20 GDPR for Data Portability. °® A more proportionate response could
be to allow the manufacturer to request for reasonable steps to be taken to keep the data
secret by the recipients and/or to limit further use when this would result in a loss of trade
secret protection. This interpretation of the GDPR would still empower the data subject by
providing them with information in a way that does not destroy secrecy therefore finding a

balance between sharing of knowledge, protecting privacy and enabling innovation.

To conclude and consider

Car manufacturers have been collecting vehicle data for years using it to understand their
(potential) consumers and to optimize and develop new products and services and business
relations. The value of vehicle data is evident not only for the car manufacturer but third
parties who increasingly rely on data. To contribute to the discussion this paper considers the
role of Trade Secrets protection for Vehicle manufacturers to control vehicle data access.
Trade secrets could play an important role in EU innovation policy providing incentives to

invest in research and development and to share knowledge.®! Based on the analysis
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presented in this paper, it is proposed that vehicle manufacturers who hold vehicle data as a
trade secret must respond to a data subject access request by providing access to personal
data under processing. Access rights can only be refused when granting a copy and/or have a
copy transmitted to another controller would adversely affect the right of the trade holder and
there is no alternative.? In absence of clear prevalence of the GDPR over the Trade Secrets
Directive we argue that if granting access to a copy or data portability of personal data would
have such an adverse effect on trade secret protection, it justifies the trade secret holder to
take measures to maintain trade secret protection.”® A full refusal to provide access however
is not considered a proportionate response when other measures can be taken to maintain
trade secret protection. Whether this interpretation of scope and requirements under the trade
secret directive and the GDPR presented is correct remains to be seen, what is clear is that
there is a need for more legal certainty how to balance between competing interests with
respect to protection of and access to in-vehicle data and resources. With the call for a
regulatory proposal the European Commission now has an opportunity to do so to provide all

stakeholders involved with the necessary guidance to allow for beneficial use of vehicle data.

94
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